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Abstract

Artificial Intelligence (AlI) is emerging as one of the most consequential
technologies shaping contemporary military affairs. Its growing application to
intelligence analysis, surveillance, logistics, command and control, autonomous
systems, cyber operations, decision support, and information warfare is changing
how armed forces understand and conduct military operations. Unlike earlier
military technologies that primarily enhanced the physical power of weapons and
platforms, Al has the potential to transform the cognitive dimension of warfare by
accelerating the collection, processing, interpretation, and exploitation of
information. At the same time, military adoption of Al introduces significant
strategic, legal, ethical, and organizational challenges. Al systems can be
vulnerable to inaccurate or biased data, adversarial manipulation, cyberattacks,
technical failure, and unexpected behaviour. Excessive reliance on automated
recommendations may also create risks of human over-trust and reduced
accountability. The prospect of increasingly autonomous weapon systems raises
particularly difficult questions concerning human control, distinction between
combatants and civilians, proportionality, responsibility, and compliance with
international humanitarian law. This paper examines the changing role of Al in
modern warfare and argues that Al should be understood not simply as another
weapons technology but as a broad military capability capable of influencing the
entire defence ecosystem. The paper evaluates major applications of Al, assesses
its advantages and limitations, examines strategic and ethical implications, and
considers the importance of responsible governance. It concludes that military
advantage in the Al era will depend not only on possessing advanced algorithms
but also on data quality, human expertise, institutional adaptation, testing and
evaluation, cybersecurity, interoperability, and credible mechanisms of human
accountability.

Keywords: Artificial Intelligence; modern warfare; military technology; autonomous systems;
command and control; cybersecurity; strategic stability; international humanitarian law.

Introduction:

The history of warfare is closely connected with technological change. From the
development of gunpowder and mechanized warfare to aviation, nuclear weapons, precision-
guided munitions, satellites, and cyber capabilities, technological innovation has repeatedly
altered military organizations and strategic thought. In the twenty-first century, Artificial
Intelligence has emerged as one of the most important technologies in this transformation.
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Artificial Intelligence can broadly be understood as the capability of computer systems to
perform tasks associated with human cognitive functions, including pattern recognition,
prediction, classification, language processing, and decision support. Its military significance
arises not from one particular application but from its ability to be integrated across numerous
military activities. Al can process large quantities of information, identify patterns that may be
difficult for humans to detect, support predictive analysis, automate repetitive tasks, and assist
commanders in understanding complex operational environments (Afina, 2024a; 2024b).

NATO's revised 2024 Al strategy identifies Al as a general-purpose technology and
emphasizes responsible adoption, interoperability, quality data, testing and evaluation, workforce
development, and protection against adversarial uses of Al. The strategy retains six Principles of
Responsible Use: lawfulness; responsibility and accountability; explainability and traceability;
reliability; governability; and bias mitigation (NATO, 2024c).

The significance of Al is therefore broader than the development of autonomous
weapons. Al can influence military intelligence, logistics, maintenance, communications, cyber
defence, decision-making, training, simulation, and information operations. Its impact may
consequently resemble that of earlier general-purpose technologies that transformed military
organizations across multiple domains.

However, the introduction of Al also creates substantial risks. A military organization
that uses Al without adequate testing or human oversight may become vulnerable to erroneous
recommendations or manipulated information. Al systems depend heavily on data, and poor-
quality, incomplete, biased, or deliberately manipulated data can undermine reliability.
Furthermore, Al may increase the speed of military decision-making to a point where human
decision-makers have insufficient time to assess political, legal, and humanitarian consequences.

This paper addresses the central research question: How is Artificial Intelligence
transforming modern warfare, and what strategic, operational, ethical, and legal challenges must
states address to ensure that military Al contributes to security without creating unacceptable
risks? The paper argues that Al will significantly influence future military power, but
technological superiority alone will not determine military effectiveness. Successful military
integration will depend on the relationship between technology, people, institutions, data, law,
and strategic judgment.

Research Objectives:

The main objective of this research is to examine the changing role of Artificial Intelligence
in modern warfare. The specific objectives are to examine major military applications of Al;
assess operational advantages; analyze limitations and vulnerabilities; examine ethical and legal
challenges; evaluate strategic implications for future warfare and international security; and
identify principles for responsible development and deployment of military Al

Research Methodology:

This research uses a qualitative and analytical methodology based primarily on secondary
sources. Official publications and policy documents from international organizations and defence
institutions are examined to identify current approaches to military Al. Particular attention is
given to NATO's Al strategies and United Nations material concerning governance of Al in the
military domain.
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The research follows a descriptive and analytical approach. First, it identifies major
applications of Al in military affairs. Second, it evaluates potential benefits and limitations.
Third, it examines broader strategic, legal, and ethical consequences. Finally, it develops policy-
oriented conclusions concerning responsible military adoption. Because Al is developing rapidly,
the paper focuses primarily on enduring strategic issues rather than attempting to predict the
exact capabilities of future systems.

Artificial Intelligence and the Transformation of Warfare: One of the central characteristics
of modern warfare is the importance of information. Armed forces collect enormous quantities of
information through satellites, aircraft, sensors, communications systems, intelligence networks,
unmanned platforms, and other sources. The problem is no longer simply obtaining information;
it is determining which information is important and converting it into useful knowledge quickly.

Al can assist by identifying patterns within large datasets. A human analyst may be unable
to manually examine millions of individual data points in a short period, whereas appropriately
designed computational systems can process large quantities of information rapidly. This creates
the possibility of a transition from an information advantage to a decision advantage.

Information advantage concerns the ability to obtain relevant information, while decision
advantage concerns the ability to transform information into effective decisions faster and more
reliably than an opponent. Al therefore has the potential to influence not merely individual
weapons but the entire military decision cycle.

The United Nations Office for Disarmament Affairs notes that military applications of Al
are broad, including decision-support systems and weapon-related functions, and that Al can
create both opportunities and new risks for international peace and security (UNODA, 2024a).

Major Military Applications of Artificial Intelligence: Intelligence, Surveillance, and
Reconnaissance: Intelligence, Surveillance, and Reconnaissance (ISR) represents one of the
most obvious areas for military AIl. Modern armed forces receive information from multiple
sources, including imagery, radar, signals, communications, and other sensors. Al can assist
analysts by classifying objects, identifying changes between images, recognizing patterns, and
prioritizing information for human review.

The principal advantage is speed. When an operational environment produces more
information than human teams can examine manually, automated systems can help identify
potentially important developments. Nevertheless, Al-based intelligence analysis must not be
treated as infallible. An algorithm may misinterpret unusual circumstances or produce false
positives and false negatives. An adversary may also deliberately attempt to deceive Al systems
by manipulating the information environment. Al should therefore generally be regarded as an
analytical aid rather than an unquestionable source of truth.

1. Command and Control: Military command and control require commanders to
understand circumstances, evaluate options, allocate resources, and make
decisions. Al can support these functions by rapidly processing information and
presenting possible courses of action. This advantage is particularly important in
complex environments where commanders must consider multiple variables
simultaneously.

However, decision-support systems introduce a potential danger known as
automation bias: users may place excessive confidence in recommendations
generated by machines. NATO's responsible-Al framework therefore emphasizes
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accountability, explainability, reliability, governability, and bias mitigation
(NATO, 2024c).

Logistics and Supply Chain Management: Military effectiveness depends
heavily on logistics. Ammunition, fuel, food, spare parts, medical supplies,
transportation, and maintenance resources must reach appropriate locations at
appropriate times. Al can support logistics by identifying consumption patterns,
forecasting demand, optimizing transportation, and predicting potential shortages.

These applications demonstrate that some of the most valuable military
uses of Al may occur behind the immediate battlefield rather than in weapons
systems.

Predictive Maintenance: Military equipment is expensive and complex. Aircraft,
ships, armoured vehicles, communications systems, and other platforms require
regular maintenance. Al-based predictive maintenance can use historical and real-
time data to estimate when components are likely to require attention. The result
could be improved availability and reduced maintenance costs. However,
predictive systems must be carefully validated because incorrect predictions can
create operational consequences.

Cyber Defence: Al can contribute to cybersecurity by identifying unusual
activity and prioritizing potentially significant security events. At the same time,
adversaries can use Al to automate attacks, discover vulnerabilities, or generate
convincing deceptive content. This creates an ongoing competition between
defensive and offensive uses of Al

Autonomous and Semi-Autonomous Systems: The most controversial military
application of Al involves autonomous or semi-autonomous systems. Autonomy
can allow machines to perform certain functions with limited human intervention.
Potential benefits include endurance, reduced risk to personnel, rapid response,
and operation in dangerous environments.

However, the more authority a system has to independently select or
engage targets, the greater the ethical and legal concerns become. Questions arise
concerning human control, accountability, distinction between military and
civilian objects, proportionality, and unexpected system behaviour.

Advantages of Artificial Intelligence in Modern Warfare:

1.

ii.

iil.

Speed: Speed is one of the greatest potential advantages of Al. Algorithms can
process information much faster than human teams. In military environments,
speed may influence the ability to recognize developments, respond to threats,
coordinate forces, and adapt to changing circumstances. However, faster decision-
making is not automatically better decision-making.

Scale: Al can perform analytical tasks at a scale that would be difficult for human
organizations to achieve alone. This is particularly relevant to ISR, logistics,
communications, and cybersecurity. Al may enable relatively small teams to
manage larger information environments.

Precision and Consistency: In appropriate applications, Al can perform
repetitive analytical tasks consistently. However, Al is not inherently objective.
Algorithms reflect the data and assumptions used to create them. If training data
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contain systematic errors or biases, the resulting system may reproduce or amplify
those problems.

Force Protection: Al-enabled systems may reduce the exposure of military
personnel to certain dangerous environments. Unmanned platforms, automated
monitoring systems, and decision-support technologies can potentially allow
humans to remain farther from immediate physical danger. At the same time,
reducing personnel risk may affect political calculations concerning the use of
force.

Challenges and Risks:

1.

ii.

iil.

1v.

Data Dependence: Al systems depend heavily on data. The quality, quantity,
relevance, and security of data can significantly influence system performance.
Military environments are particularly challenging because adversaries actively
attempt to deceive one another. NATO identifies quality data as foundational to
secure, reliable, and responsible Al systems (NATO, 2024a).

Adversarial Manipulation: Al systems can be deliberately attacked or
manipulated. An adversary may seek to cause a system to misclassify
information, generate incorrect predictions, or make unreliable recommendations.
Military Al must therefore be designed for hostile environments rather than ideal
laboratory conditions. Rigorous testing and evaluation are essential.

Human Over-Reliance: A particularly serious risk is excessive dependence on
automated systems. Humans may assume that an Al recommendation is correct
because it appears mathematically sophisticated. This can create a dangerous
situation in which human oversight becomes nominal rather than meaningful. The
solution is to design procedures that require appropriate human verification and
preserve genuine decision-making authority.

Accountability: When an Al-enabled system produces an erroneous
recommendation or contributes to an unintended outcome, responsibility can
become complicated. Potentially relevant actors include developers, commanders,
operators, military institutions, and political authorities. Accountability must
therefore be incorporated into system design and military doctrine rather than
considered only after an incident.

Ethical and Legal Considerations

1.

International Humanitarian Law: Military Al must operate within applicable
international law, including International Humanitarian Law (IHL). Two
fundamental principles are distinction and proportionality. Distinction requires
parties to distinguish between civilians and combatants and between civilian
objects and military objectives. Proportionality restricts attacks expected to cause
civilian harm that would be excessive in relation to the anticipated military
advantage.

Al does not eliminate these legal requirements. Instead, its introduction
raises the question of whether automated or semi-automated systems can reliably
support decisions involving such complex judgments. NATO explicitly states that
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responsible Al use should occur in accordance with international law (NATO,
2024b).

Human Control: Human control is one of the central issues in military Al
governance. It does not necessarily mean that a human must manually operate
every function of every system. Rather, it raises the question of whether humans
retain meaningful authority over decisions with significant consequences.
Meaningful human involvement requires appropriate training, sufficient
information, adequate time for judgment, and authority to intervene when
necessary.

Moral Responsibility: War involves decisions with potentially irreversible
consequences. Delegating increasingly important decisions to machines creates a
moral problem because machines do not possess human moral responsibility. An
algorithm can calculate probabilities or recommend actions, but it does not
possess moral consciousness. Governments and military institutions must
therefore ensure that technological automation does not become a mechanism for
avoiding human responsibility.

Strategic Implications for International Security:

1.

ii.

iil.

Al Arms Competition: Al may contribute to a new form of strategic
competition. States that believe Al will provide military advantage may increase
investment in research, infrastructure, personnel, and autonomous systems. This
can create an arms competition even when states would prefer restraint. The
United Nations has identified concerns that military Al could contribute to arms-
race dynamics, miscalculation, lowered thresholds for conflict, escalation, and
proliferation to non-state actors (United Nations, 2024).

Strategic Stability: Strategic stability depends partly on states having confidence
in their ability to understand threats and control escalation. AI may undermine
stability if it encourages leaders to make decisions faster than diplomatic and
military communication systems can support. Improved situational awareness
may therefore coexist with increased risk of rapid miscalculation.

Information Warfare: Al also affects the information environment. Generative
Al can produce realistic text, images, audio, and video at large scale. These
technologies can support legitimate purposes but can also facilitate
misinformation and influence operations. NATO's revised strategy identifies Al-
enabled information operations and disinformation as issues of concern (NATO,
2024b).

Organizational and Human Factors:

Military Al is often discussed primarily as a technological issue. However, successful
adoption depends equally on organizational adaptation.

1.

Training and Education: Military personnel must understand the capabilities
and limitations of Al systems. Commanders do not necessarily need to become
computer scientists, but they require sufficient technological literacy to
understand when an Al recommendation should be trusted, questioned, or
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rejected. NATO's revised Al strategy recognizes the need for an Al-ready
workforce and talent development.

ii. Institutional Adaptation: Al may change military organizational structures.
Traditional organizations often separate intelligence, operations, logistics,
communications, and planning into distinct functional areas. Al can connect these
activities through shared data and integrated decision-support tools. However,
institutional change can also create resistance.

iii. Human-Machine Teaming: A realistic future is likely to involve human-
machine teaming rather than complete replacement of humans. Humans provide
contextual understanding, ethical judgment, political awareness, creativity, and
responsibility. Machines provide computational speed, pattern recognition, data
processing, and persistence. The objective should therefore be complementary
capabilities rather than simple replacement.

International Approaches to Responsible Military Al:

NATO provides an important example of an institution attempting to combine
technological adoption with governance. Its 2021 Al Strategy established six Principles of
Responsible Use: lawfulness; responsibility and accountability; explainability and traceability;
reliability; governability; and bias mitigation. The revised 2024 strategy expanded this approach
by emphasizing broader Al adoption, interoperability, testing and evaluation, workforce
development, quality data, and protection against adversarial uses (NATO, 2024d).

International governance is also developing beyond individual alliances. UNODA's 2024
study notes that rapid development of military Al has outpaced the development of governance
guardrails and identifies multiple possible governance options, including international, regional,
bilateral, multilateral, and national approaches (UNODA, 2024a). The United Nations General
Assembly adopted Resolution 79/239 in December 2024, its first resolution specifically on Al in
the military domain. The resolution affirmed the applicability of international law throughout the
Al lifecycle and encouraged states to address related opportunities and challenges (UNODA,
2025b). However, international agreement remains difficult because states have different
strategic interests, technological capabilities, military doctrines, and interpretations of acceptable
military Al

Future of AI in Warfare:

The future military environment is likely to involve increasingly integrated Al
capabilities rather than isolated Al applications. Al may become embedded in command systems,
intelligence architecture, logistics, unmanned platforms, cyber defence, training, simulation, and
information operations. This could lead to an Al-enabled military ecosystem in which multiple
systems exchange information and support one another. The most important strategic
consequence may be increasing speed and interconnectedness of warfare. Future military
advantage could depend on a state's ability to connect sensors, data, communications, decision-
support tools, personnel, and platforms into an integrated system.

Nevertheless, technological integration must be accompanied by safeguards. More
interconnected systems can also create larger consequences when something goes wrong.
Resilience must therefore remain as important as efficiency.
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Recommendations:
1. Maintain Meaningful Human Oversight: Humans should retain appropriate

authority over military decisions involving significant legal, political, and
humanitarian consequences.

ii. Establish Rigorous Testing and Evaluation: Al systems should undergo
extensive testing under realistic and adversarial conditions, including degraded or
manipulated data.

iii. Improve Data Governance: Military organizations should establish strong
systems for collecting, validating, protecting, and managing data.

iv. Develop Al-Literate Personnel: Training should extend beyond technical
specialists to commanders, operators, legal advisers, intelligence personnel, and
policymakers.

V. Strengthen International Cooperation: States should cooperate on standards,

terminology, testing methods, responsible-use principles, and mechanisms for
reducing unintended escalation.

Vi. Protect Al Systems Against Cyber Threats: Algorithms, data, infrastructure,
communications, and supporting networks must all be protected.

vii.  Preserve Accountability: Military institutions should establish clear
responsibility for Al-enabled decisions.

viii.  Encourage Responsible Innovation: Regulation and innovation should not be
treated as mutually exclusive. Clear standards can support responsible
development and increase confidence in Al.

Conclusion:

Artificial Intelligence is transforming the character of modern warfare by influencing
how militaries collect information, analyze threats, manage resources, operate platforms, protect
networks, and make decisions. Its significance extends far beyond autonomous weapons. Al
represents a general-purpose capability with the potential to affect nearly every part of the
military organization. The greatest potential advantages of Al include speed, scale, analytical
capacity, improved logistics, enhanced situational awareness, predictive maintenance,
cybersecurity support, and reduced exposure of personnel to certain dangers. These capabilities
could provide significant military advantages to organizations that successfully integrate
technology with doctrine, training, data, and organizational structures.

However, Al also introduces serious risks. Poor data, adversarial manipulation, system
failure, automation bias, cybersecurity vulnerabilities, unclear accountability, and excessive
reliance on automated decision-making can create new forms of military vulnerability. At the
strategic level, Al may contribute to arms competition, rapid escalation, miscalculation, and
information warfare. The central challenge is therefore not whether militaries should use Al. Al
is already becoming an important component of defence modernization. The more important
question is how Al should be integrated into military organizations in a manner that preserves
human responsibility, operational reliability, legal compliance, and strategic stability.

Ultimately, AI will not make human judgment irrelevant. Rather, it will increase the
importance of human judgment by changing the speed, scale, and complexity of military
decision-making. The most capable armed forces of the future are unlikely to be those that
simply possess the most advanced algorithms. They will be those that successfully combine
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advanced technology with skilled personnel, resilient institutions, reliable data, sound doctrine,
effective governance, and responsible strategic leadership. Al should consequently be viewed not
merely as a new military technology but as a transformation of the military system itself. Its
responsible development and use will be one of the defining security challenges of the twenty-
first century.

References

Afina, Y. (2024a). Governance of Artificial Intelligence in the Military Domain: A Multi-
Stakeholder Perspective on Priority Areas. United Nations Institute for Disarmament
Research. https://unidir.org/publication/governance-of-artificial-intelligence-in-the-
military-domain-a-multi-stakeholder-perspective-on-priority-areas/?utm_source

Afina, Y. (2024b). The global kaleidoscope of military Al governance. United Nations Institute
for  Disarmament Research  (UNIDIR). https://unidir.org/publication/the-global-
kaleidoscope-of-military-ai-governance/?utm_source

NATO. (2021). Summary of the NATO Artificial Intelligence Strategy. North Atlantic Treaty
Organization. https://www.nato.int/en/about-us/official-texts-and-resources/official-
texts/2021/10/22/summary-of-the-nato-artificial-intelligence-strategy

NATO. (2024a). Summary of NATO's revised Artificial Intelligence (Al) strategy. North
Atlantic  Treaty  Organization.  https://www.nato.int/en/about-us/official-texts-and-
resources/official-texts/2024/07/10/summary-of-natos-revised-artificial-intelligence-ai-

strategy

NATO. (2024b). NATO releases revised Al strategy. North Atlantic Treaty Organization.
https://www.nato.int/en/news-and-events/articles/news/2024/07/10/nato-releases-revised-

ai-strategy

NATO. (2024c). NATO's Digital Transformation Implementation Strategy. North Atlantic
Treaty Organization. https://www.nato.int/en/about-us/official-texts-and-
resources/official-texts/2026/05/26/natos-digital-transformation-implementation-strategy

NATO. (2024d). NATO's approach to counter information threats. North Atlantic Treaty
Organization. https://www.nato.int/en/about-us/official-texts-and-resources/official-
texts/2024/10/18/natos-approach-to-counter-information-threats

United Nations Office for Disarmament Affairs. (2024a). Governance of Artificial Intelligence in
the Military Domain. UNODA Occasional Papers No. 42. United Nations.
https://digitallibrary.un.org/record/4092186

United Nations Office for Disarmament Affairs. (2024b). Artificial Intelligence in the Military
Domain. United Nations. https://digitallibrary.un.org/record/4071348?In=en

United Nations Office for Disarmament Affairs. (2025). Artificial Intelligence in the Military
Domain and Its Implications for International Peace and Security. United Nations

20


http://www.eresearchjournal.com/
https://unidir.org/publication/governance-of-artificial-intelligence-in-the-military-domain-a-multi-stakeholder-perspective-on-priority-areas/?utm_source
https://unidir.org/publication/governance-of-artificial-intelligence-in-the-military-domain-a-multi-stakeholder-perspective-on-priority-areas/?utm_source
https://unidir.org/publication/the-global-kaleidoscope-of-military-ai-governance/?utm_source
https://unidir.org/publication/the-global-kaleidoscope-of-military-ai-governance/?utm_source
https://www.nato.int/en/about-us/official-texts-and-resources/official-texts/2021/10/22/summary-of-the-nato-artificial-intelligence-strategy
https://www.nato.int/en/about-us/official-texts-and-resources/official-texts/2021/10/22/summary-of-the-nato-artificial-intelligence-strategy
https://www.nato.int/en/about-us/official-texts-and-resources/official-texts/2024/07/10/summary-of-natos-revised-artificial-intelligence-ai-strategy
https://www.nato.int/en/about-us/official-texts-and-resources/official-texts/2024/07/10/summary-of-natos-revised-artificial-intelligence-ai-strategy
https://www.nato.int/en/about-us/official-texts-and-resources/official-texts/2024/07/10/summary-of-natos-revised-artificial-intelligence-ai-strategy
https://www.nato.int/en/news-and-events/articles/news/2024/07/10/nato-releases-revised-ai-strategy
https://www.nato.int/en/news-and-events/articles/news/2024/07/10/nato-releases-revised-ai-strategy
https://www.nato.int/en/about-us/official-texts-and-resources/official-texts/2026/05/26/natos-digital-transformation-implementation-strategy
https://www.nato.int/en/about-us/official-texts-and-resources/official-texts/2026/05/26/natos-digital-transformation-implementation-strategy
https://www.nato.int/en/about-us/official-texts-and-resources/official-texts/2024/10/18/natos-approach-to-counter-information-threats
https://www.nato.int/en/about-us/official-texts-and-resources/official-texts/2024/10/18/natos-approach-to-counter-information-threats
https://digitallibrary.un.org/record/4092186
https://digitallibrary.un.org/record/4071348?ln=en

") Electronic Research Journal of Social Sciences and Humanities Vol 8: Issue |
eecrronic. [SSN: 2706 — 8242 www.eresearchjournal.com Jan-Mar 2026

General  Assembly Resolution 79/239 and related documentation.
https://docs.un.org/en/a/res/79/239

United Nations. (2024). Fourteen New Drafts, Including on Implications of Artificial Intelligence
in Military Domain, Approved in First Committee. Meetings Coverage and Press
Releases. United Nations. https://press.un.org/en/2024/gadis3757.doc.htm?utm_source

21


http://www.eresearchjournal.com/
https://docs.un.org/en/a/res/79/239
https://press.un.org/en/2024/gadis3757.doc.htm?utm_source

